Chapter 4
IoT reference model
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loT Reference Model

* |oT provides new opportunitiesbutalso brings new challenges on the interaction
between things, levels of functionalities, security, etc.

* This motivates the creation of a Reference Model for the loT domain in order to promotea
common understanding.

* A ReferenceArchitectureshould be consideredto explain essential building blocksto
deal with conflicting requirementsregarding functionality, performance, deployment and
security.

* Reference model is a division of functionality into elements together with the data

flow among those elements.
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loT Reference Model
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loT Reference Model

{ Smart l |' Smart \ I Smart ] [ Smart J l Smart ' l Smart \

[ Smart ]
\ [ Stakeholders andr_lApplication Users J /
2 Ay

7 — - s n ™
. External Interphases )
Application Y
e 1L~ (Portal/ Web Services / API) x o
- r ’ ) §.
ane— | Business Logic / Data Analysis | z §
Application 8 >
DPS - % -3 -
upport o
o Data Aggregation : F 3
e o 38 2
Network ( Communication Protocols ) g '§_ g
Layer ! (HTTP, MQTT, etc.) ;:} § %
: " @ V28| &
Device: Sensors / Devices 8 ®
Layer ) g_
- < —
s Data Producers L
\\c J/

p" VAN

Figure 1. IoT Layered Architecture. Adapted from the ITU-T Reference Model | 7]
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Application Layer

* This layer containsthe loT applications.
 TheloT Reference Model does not strictly define an application.
* This layer addresses the delivery of the services for the final user.
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Service support and application support

The service support and application support layer consists of the following two capability
groupings:

* Generic support capabilities: The generic support  capabilities are
common capabilities which can beused by different |OT applications,
such as data processing or data storage. These capabilities maybe also
invoked by specific support capabilities, e.g., to build other specific support
capabilities.

 Specific support capabilities: The specific support capabilities are particular
capabilities which cater forthe requirements ofdiversified applications. In fact,
they may consist of various detailed capability groupings, in order to provide different
support functions to different 10T applications.
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Network Layer

It consists of the following two types of capabilities:

* Networking capabilities: provide relevant control functions of network
connectivity, such as access, authentication, authorization ...

* Transport capabilities: focus on providing connectivity for the transport of loT service
and application specific datainformation, as well as the transport of loT-related

control.
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Device Layer

Device layer capabilities can be logically categorized into two kinds of capabilities:

1. Device capabilities: The device capabilities include but are not limited to:

* Directinteraction with the communication network: Devices are able to gather and upload
information directly (i.e., without using gateway capabilities) to the communication
networllzand can directly receive information (e.g., commands) from the communication
network.

* Indirect interaction with the communication network: Devices are able to gather and
upload information to the communication network indirectly, i.e., through gateway
capabilities. On the other side, devices can indirectly receive information (e.g.,
commands) from the communication network.

* Ad-hoc networking: Devices may be able to construct networksin an ad-hoc mannerin
some scenarios which need increased scalability and quick deployment.

. Sleeﬁing and waking-up: Device capabilities may support "sleeping"” and "waking- up“
mechanisms tosave energy.
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Device Layer

2. Gateway capabilities: The gateway capabilities include but are not limited to:

* Multiple interfaces support: At the device layer, the gateway capabilities support devices
connected through differentkinds of wired or wireless technologies, such as a controller
area network (CAN) bus, ZigBee, Bluetooth or Wi-Fi. At the network layer, the gateway
capabilities may communicate through various technologies, such as the public switched
telephone network (PSTN),second generation or third generation (2G or 3G) networks,
long-term evolution networks (LTE), Ethernetor digital subscriberlines (DSL).

* Protocol conversion: There are two situations where gateway capabilities are needed.
One situation is when communications at the device layer use different device layer
protocols,e.g., ZigBee technology protocolsand Bluetooth technology protocols, the
other one is when communicationsinvolving both the device layer and network layer use
differentprotocolse.g., a ZigBee technology protocol at the device layer and a 3G
technology protocol at the network layer.
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Management capabilities

The loT management capabilities can be categorizedinto generic management capabilities and
specific management capabilities.

1. Essential generic management capabilities in the loT include:

* device management, such as remote device activation,diagnostics, software
updating, device working status management;

* |ocal networktopology management;

* traffic and congestion management, such as the detection of network overflow
conditions and the implementation of resource reservation for time-critical and/or life-
critical data flows.

2.Specific management capabilities are closely coupled with application-specific
requirements, e.g., smart grid power transmission line monitoring requirements.
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Security capabilities

There are two kinds of security capabilities: generic security capabilities and specific security
capabilities.

Generic security capabilities are independent of applications. They include:

* At the application layer: authorization, authentication, application data confidentiality
and integrity protection, privacy protection, security audit and anti-virus;

* Atthe network layer: authorization, authentication, use data and signaling data
confidentiality, and signaling integrity protection;

* At the device layer: authentication, authorization, device integrity validation, access
control, data confidentiality and integrity protection.
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Questions
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